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Every individual can take simple steps to improve their cyber hygiene and protect themselves onfine, In fact there are 4 things you can do to keep yourself cyber

safe. CISA urges everyone to practice the following:

word Isn't enough to keep you safe online. By implementing a second tayer of identification, like a

FIDO key, you're giving your bank, emall provider, or any

* Implement muiti-factor authentication on your accounts. A pass

conflemation textr

essage or emall, a code from an authentication app, a ingerprint or Face 1D, o

re loggmng inta the confidence that it really Is you, Multi-factor authentication can make you signficantty less likely 1o get hacked, So enable muiti-tactor

suthentication on your emall, soclal media, online shopping, financial services sccounts And don't forget your gaming and streams services!

* Update your software, In fact, turn on automatic updates, Bad actors will explait flaws In the system, Update the operating sy
laptops. And update your spplications - especially the web browssrs - an all your devices too. Leverage automatic updates for all devices, & ations, and operaling
systems

* Think before you click, More than 90% of s cks start with a phishing emall, A phishing scheme s when a link or webpage looks legitimate, but it'sa
trick designed by Dad actors to have you reve clal security number, credit card numbers, of other sensitive Information. Once they have that
Information, they can use it on legitims s1es. And they may ry 1o get you 1o run mabiclous software, also known as malware, I it's a link you don't recognize, trust
your inatincts, and think belore you click.

¢ Use strong passwords, and |deally 2 password manages to generate and store onigue passwords, Our world is Increasingty digital and Increasingly intercannected. So,

while we must protect ourselves, it soing Lo take all of us Lo really protect the systems we all ety an

ERIER: https://www.ithome.com.tw/news/150239 - Shields Up | CISA
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